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Picture the victim of a scam online.

Who are they?
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Too good to be true? False urgency? A ‘trusted’ voice?
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Asking for money or
Getting emotional? personal information?




Online
shopping Romance
PhiShiI‘Ig scams Impersoanion scams
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This is when scammers pretend to be a well-known  gomewhere. To help move it around, criminals will recruit
organisation or company, in order to get your person: people to hold and transfer money on their behalf, often
information or bank details. They might come in the 1 receiving a percentage of that money in return. Sometimes I
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of messages or emails with suspicious content or lin Known as ‘money mules’, this can seem like a quick and

/ - \ P=a casy way to make some money but remember it is a crime.
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Using strong and /
= separate passwords online purchases

/ What can you do to ~

/ / protect yourself from % N

scams and fraud online?
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Look out for the signs Talk to a trusted
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If you've been the victim of a scam, report it to
ActionFraud.police.uk or by calling 0300 123 2040

Or in Scotland by calling 101

Forward suspicious emails to
report@phishing.gov.uk

Forward suspicious texts to 7726

Report fake adverts to the Advertising
Standards Authority

Report fake websites to the
National Cyber Security
Centre
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You can also
usually report
social media
users or sellers
on online
marketplaces
directly in
the app




If you need help or are concerned
about your safety online. Please speak

A trusted adult (in school or outside of school)
Your form tutor
A member of the Student Welfare team
A member of the Safeguarding Team
Mr Simmonds
Mrs Hearn
Mrs Hackett
Mrs Shaw
Mme Hulley
Miss Hyde
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Protecting

yourself and
others from

scams online
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